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Research project

* How do liberal democracies regulate internet
content, in particular through access blocking?

 Comparative analysis of ca. 20 liberal
democracies

* Focus on institutional arrangements, actor
constellations, discourses, technical-
regulatory settings
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WHY LIBERAL DEMOCRACIES?



Political filtering

Levels of Filtering: . Pervasive . Substantial . Selective |:| Suspected No evidence

(ONI, 2012)



Freedom on the Net

PARTLY FREE NO DATA

(Freedom House, 2012)



Cyber-censorship

REPORTERS
WITHOUT BORDERS

(Reporters Without Borders, 2012)



Belgian block page

MOlEl  DeaTUTRen  OSICIL LIVOTNK  LeEseZeuner SEUes  pune
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© StopPage © v

U wordt naar deze stoppagina doorverwezen omdat de website die u tracht te bezoaken inhoud aanbiedt die door de Belgische wetgeving als illegaal wordt
aanzien.
Indien u beheerder of eigenaar van deze website bent en u meent dat deze maatregel ten onrechte is genomen, Kan u een fax sturen op het nummer
+32(0)2/733.56.16.

Vous venez d'étre redirigé vers cette page. Le site que vous essayez de consulter contient des informations illégales au regard de la l1égislation belgs.
Si vous étes gestionnaire ou propriétaire de ce site web et si vous pensez que cette mesure a été prise a tort, vous pouvez toyjours envoyer un fax au numére
+32(0)2/733.56.16.

Sie wurden auf diese Seite weitergeleitet! Die Seite, die Sie versuchen aufzurufen enthalt, geman der belgischen Gesetzgebung, verbotene Inhaite.
Seollten Sie als Verantwortlicher oder Besitzer der Webseite mit dieser MaBnahme nicht einverstanden sein, schicken Sie ein Fax an die Nummer
+32(0)2/733.56.16.

You have been redirectad to this stop page because the website you are trying to visit offers contant that is considered illegal according to Belgian legislation.
If you are the owner or administrator of this website and you consider to be wrongly redirected, you can report this by fax at +32(0)2/733.56.16,

BA : 0



Copyright requests to Google

URLs requested to be removed from Search per week
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(Google Transparency Report, 2012)
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Herdict reports
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States differ not in their intent to
censor material [...] but in the

content they target, how precisely

they block it, and how involved their
citizens are in these choices.

(Bambauer, 2009: 3)



BLOCKING TECHNIQUES



Internet (content) regulation

1990s: No (state) regulation of cyberspace

— But enforcement through courts and attempts to
introduce content classification systems

1999: Lessig’s “Code as law” - regulation
through:

— Law

— Market

— Social norms

— Code (Block lists, DPI)



Web browsing

Country level s ~

[ User ]< >[ ISP } » Internet

(Adapted from Murdoch & Anderson, 2008)




Internet blocking

Country level ~ ™\
[ User ]< >[ ISP } > Internet
& Content control
software \

€ Self-censorship
due to surveillance
or social
techniques



Internet blocking

& Denial of service
attacks
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Internet blocking

Country level

[ User ]< ISP > Internet
€ Content control € DNS Tampering
software € |IP Blocking
€ Proxy blocking \. /
@ Self-censorship € Server takedown
due to surveillance &€ User access ¢ Content removal
or social termination request
techniques . .
& Domain @ Denial of service

deregistration attacks



Web blocking

Country level
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LEGAL, TECHNICAL AND POLITICAL
ISSUES



Blocking is problematic

e Legalissues
— Freedom of expression, privacy
— Due process, rule of law
— Privatisation of law enforcement

e Technical issues
— Over/under-blocking
— Costly

* Political issues
— Mission creep
— Territorialisation of the internet
— Bad example for authoritarian states




Blocking is ineffective

* Easy to circumvent

* Targets content where 7,764,199
It 1s not pages viewed through
° Techniques are not Psiphon in last 7 days

perfect
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(Cisco estimates based on CAIDA publications, Wired, 2010)



Blocking is popular

Pro Con

* Governments * |SPs/network operators
e Copyright holders * Internet industry

e Security industry * Cyber-libertarians

* Telcos * Digital rights groups

e Child protection groups
e Civil liberties advocates
* Individuals (defamation...)



CONCLUSIONS



Conclusions

Most states block — global norm

Some states block more than others. Why?
Legal, technical and political issues

Various possible actor constellations

Differences in type of content, blocking system
and democratic accountability

How open, transparent, focused and accountable
are blocking systems?

Challenge: measurement of blocking



