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Abstract. Companies increasingly equip employees with smart watches
to, e.g., support them in carrying out their work. Smart watches can however collect data about them and reveal sensitive information. This may
result in limiting the acceptance of these devices by employees, despite
their potential helpfulness. In this paper, we therefore analyze factors
that influence employees’ willingness to share smart watch captured private data. In more detail, we investigate employees’ technological knowledge about data collection and processing and the associated risks, their
technical affinity, their smart watch ownership and usage, and their legislation knowledge about respective laws. To this end, we have conducted
an online survey with more than 1,000 full-time employees. Our findings suggest that employees are aware of the risk associated with smart
watches but partially have incorrect knowledge about legal frameworks.
Moreover, more than one-third of the participants own a personal smart
watch and have a certain technological affinity. However, our results reveal different impacts from these factors on employees’ willingness to
share data with their employers.
Keywords: Privacy · Employees · Willingness · Knowledge · Smart
Watch
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Introduction

An increasing number of smart wearables are sold worldwide and this trend is
expected to continue in the next years [3]. Smart wearables are not only deployed for personal uses, but also in so-called smart workplaces. For example,
companies seek to enhance their manufacturing processes and thus increase their
productivity by using such devices [25, 29]. Among these smart wearables, smart
?
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watches can help support workers while they have their hands free for other
tasks [16, 29, 37]. Similarly, they can lead to improvements in employees’ health,
if they encourage them to walk more [11]. For example, smart watches are already deployed in the BMW group. Employees in the production process wear
smart watches which alert them when the next vehicle on the assembly chain
has unusual requirements to remind them about the specifics of the next tasks
to execute [2]. Other examples include Amazon and Tesco warehouses, in which
such devices support employees in finding and collecting goods [6, 19]. While
smart watches may offer several benefits, the collection and processing of data
collected using their embedded sensors pose several risks to the wearers’ privacy,
as information about themselves and their environment can be obtained [1, 20].
Especially in this context, the devices have been used to monitor employees’
movement potentially, heart rate, daily number of steps, or their compliance
to work process [1, 17]. This not only poses new challenges for employees’ privacy, but can also be seen as a surveillance tool deployed by employers [17].
The resulting concerns may be amplified through the power imbalance between
employees and employers, as employees usually cannot opt-out. However, they
would likely choose to opt-out if they could [17]. In general, technical and legislation knowledge can be expected to influence users’ privacy concerns or behaviors. For example, prior work suggest that knowledge about the collection
and use of private data leads people to tend to be less concerned about their
privacy [12, 22]. Likewise, legislation knowledge could help to reduce users’ privacy concerns [23, 34]. Consequently, the lack of knowledge about technology
and legislation would increase users’ privacy concerns, thus negatively influence
users’ intention to disclose private data. This affect of privacy concerns on users’
intentions was shown in different areas [9, 14, 32, 36]. However, other research
also indicated that privacy awareness could lead to more privacy concerns [21,
24]. In this paper, our ultimate goal is the understanding of employees’ willingness to share data with their employers by examining various factors that may
impact it. Our contributions can be summarized as follows. We (1) investigate
employees’ understanding of data collection and processing, (2) their legislation
knowledge, and finally, (3) the impact of both factors on employees’ willingness
to share smart watch data with their employers. To this end, we have conducted
an online questionnaire answered by 1,214 participants. Our results show that
employees are aware of smart watch risks. Moreover, their knowledge, especially
about company agreements, is limited and even partially incorrect. Hence, both
may cause additional privacy concerns and may lead to employees’ rejection to
share smart watch data with their employers. Our last contribution is to propose
recommendations for employers when planning to introduce smart watches to
their work processes.
In the remaining sections, we discuss related work in Sec. 2. We introduce our
research goals in Sec. 3 and applied methodology in Sec. 4. We present our results in Sec. 5 with a focus on our hypotheses and discuss our results in Sec. 6.
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We further discuss our findings and recommendations in Sec. 7, before making
concluding remarks in Sec. 8.

2

Related Work

Existing studies focus on factors that may influence employees’ acceptance to
use smart wearables for various use cases [4, 13]. In [4], the focus is on construction workers’ acceptance to use two different wearable technologies (smart vest,
wristband) for occupational safety and health, while the focus is on use cases
and work environments predicting employees’ acceptance of wearables in [13].
As a result, both differ from our work, which focuses on smart watches and
privacy-relevant aspects investigating employees’ intention to disclose data to
their employer rather than determine factors that influence the acceptance of
wearable use. In both existing works, it is shown that the acceptance of smart
wearables at work can be influenced by perceived privacy risks, or experiences
with such devices, social influence and use cases. Consequently, both serve as an
additional motivation for our work. In addition to these works, privacy concerns
related to wearable devices in general have been discussed based on a literature review in [7], while multiple works, such as [8, 18, 26], show the feasibility of
recognizing the wearer’s current activity based on the collected sensor data. Recommendations for employee performance monitoring systems have been further
proposed in [31].
To the best of our knowledge, there exists no previous work investigating
the impact of employees’ knowledge about legislation and smart watches’ data
practices on their willingness to share these data with their employers.

3

Research Goals

In our study, we aim at testing the following hypotheses:
– H1: Employees are more willing to share smart watch data with their employers depending on their smart watch ownership and usage.
– H2: Employees’ willingness to share smart watch data with their employer
is influenced by their knowledge about the capability of smart watches in
terms of data collection and processing.
– H3: Employees’ willingness to share smart watch data with their employer
is influenced by their knowledge about legal frameworks.
– H4: Employees’ willingness to share smart watch data with their employer
is influenced by their technical affinity.

4
4.1

Methodology
Survey Design

To test our hypotheses, we have conducted a user study based on an online
questionnaire. In addition to the participants’ usage of smart watches, we have
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especially investigated their awareness about smart watches’ capability regarding
data collection and processing and their knowledge about legislation frameworks.
To this end, we have provided a scenario to the participants (see Fig. 1), in which
a deployment of smart watch was planned by their employer, after having collected their demographics to ensure a representative distribution across age and
gender. In this scenario, we have detailed potential benefits along with information regarding data storage and a particular collected data type among activity,
health, or location data.

Your employer wants to conduct a study to test the use of smart watches in your
company. Therefore, you have to wear this smart watch while performing your work.
The smart watch has an application that helps you perform your daily tasks.
Through the smartwatch, you can, for example:
o Access information faster and
o Request assistance if necessary.
o
o
o

The smart watch does not have any applications other than that of your employer.
To support you, different [activity/health/location] data needs to be collected.
This information is stored centrally on the company's servers.

Fig. 1. Provided scenario

We have then asked the participants about their intention to disclose this
particular data type to their employer on a 5-point Likert scale from “strongly
disagree” to “strongly agree” using three different questions derived from [30,
33, 35] (see Tab. 3 in Appendix A).
Next, we have asked the participants whether they own a smart watch and to
respectively provide information about their usage (see Tab. 4 in Appendix A).
Besides, we have asked them different questions about (1) smart watches’ capability regarding data collection and processing (see Tab. 5 in Appendix A)
and (2) legislation frameworks (see Tab. 6 and 7 in Appendix A) in order to
quantify their knowledge and understanding about both matters. We have finally evaluated their technical affinity using questions from [10] (see Tab. 8 in
Appendix A).
4.2

Survey Distribution

Our study has been approved by the Data Protection Officer and the Ethic
Committee of our university. Afterwards, it has been distributed by a panel certified ISO 26362. In total, 1,214 participants from Germany have answered our
questionnaire in German. The participants have been evenly distributed among
the three different data types, i.e., activity (395 participants), health (406), or
location data (413). Using a confirmatory factory analysis, we have tested the
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measurement invariance that confirms a strong measurement invariance, meaning that the factors measure the same construct across all groups [15]. All our
participants should be full-time employees working in Germany and over 18.
Note that we have monetarily rewarded the participants’ contributions.
4.3

Survey Limitations

The questionnaire first included additional aspects that we do not consider in
this paper. Since the questions were disjoint and grouped in dedicated sections,
their potential influence however remains limited. Second, our questionnaire is
based on a hypothetical scenario that participants needed to imagine. As a result,
they may not have fully connected the given scenario with their own work. This
limitation is, however, shared with all other online questionnaire. Third, we focus
on employees in Germany and over 18. The obtained results may be different
for other cultures and employees younger than 18. We consider a cross-cultural
study as a promising future work.

5

Results

In this section, we detail the obtained results, while we specifically test our
hypotheses formulated in Sec. 6.
5.1

Demographics

As shown in Tab. 1, our sample is evenly distributed between gender. The participants’ age is between 18 and 67 years. Both distributions in terms of age and
gender are representative for the German population [28]. The majority are employees or workers (77.3%) working in industry (15.6%), the health/social sector
(13.8%), or commerce (10.5%).
5.2

Ownership and Usage

In our sample, 35% use a smart watch in a private context. According to [27],
26% of Germans own smart watches, whereas our sample shows a slightly higher
percentage of smart watch owners. Hence, those participants could be more
ready to accept smart watches in other contexts than others, thus impacting
their answers. We have considered this aspect in Section 6 in more detail. Many
of them use it daily (73.4%). Although slightly more women (36.8%) than men
(33.3%) stated that they own a smart watch, a Mann-Whitney U test shows
that the gender does not significantly influence the smart watch ownership (p =
0.209). Among the participants younger than 55, the majority own a smart watch
(66%). In comparison, only 38% of older participants own one. A Kruskal-Wallis
test reveals a significant correlation between participants’ age and smart watch
ownership (p < 0.05). However, a pairwise comparison (Bonferroni corrected)
shows significant differences between the age categories 18-24 and 55-67 (p =
0.019), 25-34 and 45-54, (p = 0.010), as well as 25-34 and 55-67 (p = 0.005).
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Table 1. Sample characteristics (N=1,214).

Levels
Gender
Age

Sector

Occupational
function

5.3

Count Percentage
Female
Male
18–24
25–34
35–44
45–54
55–67
Industry
Insurance
Business
IT
Health/social sector
Energy
Construction
Commerce
Traffic
Education, research, culture
Advertisement
Print
Social insurance
Bank/fiance
Not specified
Worker
Employee
Team leader
Head of department
Division manager
Area manager
Manager
Not specified

590
624
179
262
299
361
113
189
19
57
65
168
19
70
128
69
93
17
9
24
53
234
110
828
92
68
33
7
60
16

48.6%
51.4%
14.7%
21.6%
24.6%
29.7%
9.3%
15.6%
1.6%
4.7%
5.4%
13.8%
1.6%
5.8%
10.5%
5.7%
7.7%
1.4%
0.7%
2.0%
4.4%
19.3%
9.1%
68.2%
7.6%
5.6%
2.7%
0.6%
4.9%
1.3%

Technical knowledge about smart watch capabilities

Our results show that many of our participants are aware of the technical capabilities of smart watches and the resulting threats to their privacy. Indeed, the participants are aware that a wide variety of profiles can be generated by combining
individual personal data, such as a health profile (79.9%, QT K1 in Tab. 5), and
that these data can be used to draw inferences about their health (70.1%, QT K2
in Tab. 5). In addition, a majority of the participants (61.6%, QT K3 in Tab. 5)
believe that the data collected with the help of a smart watch can be used to
uniquely identify them. The same picture emerges for the total score of technical
knowledge about smart watch capabilities whose results are displayed in Fig. 2.
To evaluate the participants’ knowledge, we have attributed a point for each correct answer to the questions QT K1 to QT K3 . A maximum of three points could be
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reached. For comparison purposes, we provide the results in percent. In the mean,
participants’ reached 71% of all points (M = 2.12, SD = 1.00). A Mann-Whitney
U test shows that the results between women (M = 2.03 (67.7%), SD = 1.00)
and men (M = 2.20 (73.3%), SD = 1.00) are significantly different (p = 0.001).
No significant differences can however be identified between the different age
categories.

Gender

Male

Female

0%

25%

50%

75%

100%

Sum of achieved technical knowledge points in percent

Fig. 2. Participants’ technical knowledge score about smart watch capabilities per
gender

5.4

Legislation Knowledge

The participants’ answers to the questions related to data protection regulations and laws in Germany and in a professional context shows that over
half of the participants (55.8%) either do not know the General Data Protection Regulation (GDPR) purpose (23.8%) or have incorrect knowledge about
it (31.8%, QLK1 in Tab. 6). Note that our objective is not to blame our participants about it but to understand the current state to be able to improve
it in the future. The other questions regarding GDPR reveal similar results.
A half of the participants (52.1%) know what personal data are, while still
some answered wrong (24.8%) or stated not to know (23.2%, QLK2 in Tab. 6).
Positively, the majority know when the processing of personal data is lawful
(61.8%, QLK3 in Tab. 6) or whereby consent to the collection of personal data
occurs (60.7%, QLK4 in Tab. 6). However, some respondents stated that they
do not know (17.9%, QLK3 /22.1%, QLK4 in Tab. 6). A different picture emerges
about the participants’ knowledge of laws concerning the deletion of personal
data. 35% indicated that deletion is required when the processing purpose and
the legal retention period no longer apply. In contrast, 36.2% answered the opposite and 28.7% did not know (QLK5 in Tab. 7).
The lack of knowledge becomes particularly clear when it comes to collective
agreements between employees and the employer. The majority of the participants (43.5%) indicated that collective agreements are not a permissible form
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Gender

Male

Female

0%

25%

50%

75%

100%

Sum of achieved legislation knowledge points in percent

Fig. 3. Participants’ legislation knowledge score per gender

of agreement to collect and use employees’ data (QLK6 in Tab. 7). In addition,
some participants are not able to answer this question (31.9%). Similar results
are obtained for the question of whether a collective agreement can replace the
consent of a person (QLK7 in Tab. 7). Here, only 21.1% know that a collective
agreement can replace the consent of individuals. Only a few participants (38.4%)
are even aware that employers are allowed to make collective agreements (QLK8
in Tab. 7). 45.1% said they did not know. However, the majority (60.1%) knows
that signing the employment contract does not create consent for collecting personal data for present and future purposes (QLK9 in Tab. 7). In contrast, only
22.7% thought the opposite. Interestingly, however, most participants are aware
that employers are allowed to measure employee performance (56.2%, QLK10 in
Tab. 7) and that at least the works council must be involved in the introduction and use of technical equipment designed to monitor employee behavior or
performance (73.1%, QLK11 in Tab. 7). When looking at the aggregated results
displayed in Fig. 3 over the 11 questions (each correct answer corresponding
to one point), an average of 44.6% of correct answers were achieved across all
participants (M = 4.91, SD = 2.23). The results further indicate, that males
reach significantly higher scores (M = 5.05 (45.9%), SD = 2.26) than females
(M = 4.76 (43.3%), SD = 2.19) (p = 0.019, Mann-Whitney U test). Interestingly, overall females (M = 3.24, SD = 3.04) chose the option “I do not know”
more frequently than males (M = 2.48, SD = 2.96, p < 0.001, Mann-Whitney
U test). Significant differences are however not observed between age categories
for both statements. In the following, we investigate differences in the legislation
knowledge across occupational functions and sectors. Fig. 4 shows differences
in achieved legislation knowledge points between the specified functions, while
Fig. 5 presents results between the sectors. A comparison of the means shows
that workers (M = 4.33 (39.4%), SD = 2.33) achieved the lowest scores, while
area managers achieved the highest (M = 6.86 (62.4%), SD = 1.07). The other
positions achieved means between M = 4.88 (44.4%) to 5.25 (47.7%). Participants who did not specify their job function reached M = 3.56 (32.4%). Their
answers reveal that the job function significantly impacts the legislation knowl-
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Function

edge (p = 0.006, Kruskal-Wallis test). However, a pairwise comparison (Bonferroni corrected) indicates only a significant difference between “area managers”
and those who did not specify their function.

Worker
Employee
Team leader
Head of department
Division manager
Area manager
Manager
Not specified
0%

25%

50%

75%

100%

Sum of achieved legislation knowledge points in percent

Sector

Fig. 4. Participants’ legislation knowledge score per function

Industry
Insurance
Business
IT
Health
Energy
Construction
Commerce
Traffic
Education
Advertisment
Print
Social insurance
Bank
Not specified
0%

25%

50%

75%

100%

Sum of achieved legislation knowledge points in percent

Fig. 5. Participants’ legislation knowledge score per sector

Regarding the sector, participants working in construction achieved the lowest mean with 4.30 (39.1%). While participants working in social insurance
achieved the highest scores (M = 5.94 (54%), SD = 1.75). A Kruskal-Wallis
test reveals that the sector impacts the legislation knowledge significantly (p =
0.006). However, a pairwise comparison (Bonferroni corrected) indicates significant differences only between the sectors construction to social insurance
(p = 0.003) and bank (p = 0.006), between commerce and social insurance
(p = 0.037), and between not specified and social insurance (p = 0.002) and
bank (p = 0.001).
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Technical Affinity

We apply the technical affinity scale proposed in [10] to classify our participants based on their technology affinity in order to understand its impact on
the willingness to share private data with an employer. This scale contains nine
questions. The affinity is determined based on the average of all answers indicated on a 6-point Likert scale. Hence, a total of six points can be achieved. The
higher the value, the higher the participant’s technical affinity. Overall, the mean
score for all participants is 3.97 (SD = 0.94). The data displayed in Fig. 6 reveal
that females (M = 3.75, SD = 0.92) reach significantly (p = 0.001) lower scores
than males (M = 4.17, SD = 0.91). However, this effect is small (r = 0.22) [5].
When considering the different age categories, we observe a significant difference
(p = 0.028). In detail, however, a pairwise comparison with Bonferoni correction
shows that none of the groups significantly differ after correction.

Gender

Male

Female

1

2

3

4

5

6

Mean of achieved technical affinity score

Fig. 6. Participants’ technical affinity score per gender

5.6

Intention to Disclose

We finally analyze the participants’ intention to disclose the particular data
type, i.e., activity, health, and location included in their respective scenario description, to their employer measured using the three questions presented in
Tab. 3 in Appendix A. A reliability analysis indicates excellent internal consistency across the answers provided to these three dedicated questions (Cronbach’s α = 0.97) [15]. As the participants are separated into three distinct groups
based on the considered data type (activity, health, and location), we have further tested these groups for strict measurement invariance using a confirmatory
factor analysis [15]. A strict measurement invariance requires equal latent factor
loadings, item intercepts, and residual and allows comparisons across groups as
factors measure the same construct [15]. The test indicates no violation, meaning that the factors are measured identically across all groups, which allows
meaningful comparisons.
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Data Type

Location

Health

Activity
1

2

3

4

5

Mean of participants' intention to dislose private date

Fig. 7. Means of participants’ intention to disclose for each data type

Next, we have associated each item of the Likert scale to the corresponding
point, i.e., 1 for “strongly disagree” and 5 for “strongly agree” and computed the
mean over all three questions (QID1 to QID3 in Tab. 3) for each participant. With
a mean of 2.82 (SD = 1.36), our participants are rather not willing to disclose the
three data types to their employer. Neither age nor gender have any significant
influence on their willingness. Concerning the different data types, a KruskalWallis test shows that the data type has an impact on participants’ intention
to disclose it to their employer. Fig. 7 presents and Tab. 2 summarizes the
different results for each data type. A pairwise comparison (Bonferroni corrected)
indicates that the participants are less willing to share their health data with
their employer than their activity (p = 0.001) and their location (p = 0.026).
There is no significant difference between location and activity.
Table 2. Data type mean overview
Type

6

N

M SD MIN MAX ∆Activity ∆Health

Activity 395 2.95 1.28
Health
406 2.63 1.37
Location 413 2.88 1.39

1
1
1

5
5
5

Total

1

5

1214 2.82 1.36

−
−0.33
−0.08

0.33
−
0.25

Testing the hypotheses

In the following, we test our hypotheses defined in Section 3 and discuss them
with potential recommendations for employers.
H1: Employees are more willing to share smart watch data with their employers depending on their smart watch ownership and usage. As indicated in Section 5.2, more than one-third of the participants own a personal smart watch
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and many of them use it on a daily basis. Our aforementioned results further
confirm that especially younger people own a smart watch. In our hypothesis,
we assume that employees who own and use their personal smart watch may be
more willing to share the data with their employer due to their private experience and potential benefits drawn from it. The participants’ answers confirm
that participants who own a smart watch differ significantly from those who
do not have a smart watch on their willingness to disclose the respective data
type to their employers (p < 0.001, Mann-Whitney U test). In contrast, the differences regarding smart watch usage can be neglected, as a significant change
cannot be observed. Thus, H1 is partially supported, as only participants who
own a smart watch significantly differ in their willingness to share smart watch
data with their employer compared to those who do not own a smartwatch.
In summary, the results in Section 5.2 reveal that one-third of participants
from our sample own a smart watch, many of whom are younger participants.
Furthermore, we found that participants who own a smart watch differ from
those without a smart watch in their intention to disclose smart watch data to
their employer, while no significant differences based on smart watch usage can
be observed. Reasons for this may be that employees who own a smart watch
tend to be more positive about data sharing, as they may be more tech-savvy
and therefore better understand smart watch potentials, regardless of how often
they ultimately use their smart watch. Based on this insight, employers could
develop strategies. For example, they could provide employees a smart watch for
private use before their introduction at the workplace. However, the professional
and private usage should be strictly separated. Employers should not collect
employees’ data outside the company when it is not work-related [31]. This
must be ensured as no legitimate reasons for such data collection exists unless
employees have agreed. Beyond the implementation of such strategy, more and
more people are buying smart watches for private use. This may lead to an
increasing number of individuals becoming familiar with smart watches, thus
resulting in more individuals willing to also use them in a corporate context.
This trend is certainly related to the advantages that a smart watch can offer
compared to the associated threats including to their privacy.
H2: Employees’ willingness to share smart watch data with their employer is
influenced by their knowledge about the capability of smart watches in terms of
data collection and processing. The obtained results for QT K1 −QT K3 (Tab. 5 in
Appendix A) indicate good awareness about the technical capabilities of smart
watches. Overall, most participants reach high scores. In particular, the results
for QT K1 and QT K2 indicate that our participants are aware of smart watches
being able to create health profiles, which allow deriving conclusions about the
wearer. We hypothesize that the participants’ technical knowledge about the
capability of smart watches in terms of data collection and processing may influence their willingness to share those data with their employers. However, based
on our data, neither significant positive nor negative influence is found between
employees’ technical knowledge about smart watches capabilities and employ-
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ees’ willingness to disclose data to their employers. Consequently, H2 is not
supported.
However, to sum up, considering our findings in Section 5.3, our participants
are already aware of the technical possibilities offered by a smart watch. We
assume that this technological knowledge may negatively influence employees’
decisions to accept a smart watch at work, even if we could not prove it in
our study. Technical knowledge may lead employees to negatively perceive the
smart watch and the associated data collection, even if employers do not have
bad intentions. In this case, providing transparency to the employees by explaining which data is being gathered, for which purpose, and how the data is
protected is necessary. Besides, technical solutions to minimize potential risks
for the employees should be implemented.
H3: Employees’ willingness to share smart watch data with their employer is influenced by their knowledge about legal frameworks. Although some participants
already have partial knowledge about the GDPR, the lack of knowledge about
collective agreements is shown in Section 5.4. At the same time, some participants are aware that employers are allowed to monitor employees’ performance if
the works council is involved. As a result, they may decide not to share their data
with the employer. Therefore, we test our third hypothesis. The results reveal
a significant positive relationship between employees’ legislation knowledge and
their willingness to share data with their employer (p = 0.002). The employees’
disclosure intention increases by 0.053-unit (+/ − 0.02) for every increase in a
unit of legislation knowledge. Thus, H3 is supported: The legislation knowledge
influence employees’ decision about smart watch data disclosure.
In summary, some of our participants have either no or even incorrect knowledge about the GDPR. Similarly, our participants are not aware of collective
agreements that employers can negotiate and that those collective agreements
can replace individual agreements. Interestingly, few participants are aware that
employers are allowed to measure the employees’ performance and that at least
the works council has to be involved if technical equipment is used for such measurements. Overall, our participants thus achieved only low legislation knowledge
scores. On top of that, we found that the influence from legislative knowledge
on employees’ willingness to share smart watch data with employers is positive,
even if this influence is small. This positive influence may be explained by the
fact that employees, who are aware that collective agreements are possible and
that the works council should be included, feel more comfortable sharing data
because the works council represents employees’ interests and not those of the
employer. Thus, employers should be aware that not every employee is aware
of the collective agreements. Therefore, employers should clarify in advance the
exact process from planning to integrating smart watches in their processes as
well as which and where related information are available to employees. In addition, employers should generally agree on a code of conduct when dealing with
employees’ data to improve their trustworthiness and redress the prevailing imbalance between employers and employees. Furthermore, works councils should
be sensitized to the issue so that they can fill potential knowledge gaps.
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H4: Employees’ willingness to share smart watch data with their employer is
influenced by their technical affinity. The results in Section 5.5 indicate that our
participants have a certain technological affinity. It can be assumed that participants with an affinity for technology are more willing to use a smart watch in
a company, as they enjoy the use of new technologies. This may imply that it
also applies to share their data with their employer. Based on the results derived
from the regression model, employees’ technical affinity impacts employees’ willingness significantly (p < 0.001). This influence is positive, as for each increase
unit in employees’ technical affinity employees’ willingness to share smart watch
data with their employer increase by 0.27-unit (+/ − 0.04). As a result, H4 is
supported.
In short, in our sample, our participants exhibit a certain technological affinity, which positively influences employees’ willingness to share smart watch data
with employers. This impact may be positive as tech-savvy people tend to enjoy new technologies, which possibly implies the same in a corporate context
and ultimately could foster data sharing. Nonetheless, employers could identify
particularly tech-savvy employees to conduct prior studies with them to jointly
identify potential barriers to later implementation and establish solutions.
In summary, our hypotheses H3 and H4 are confirmed, while H1 is partly
confirmed and H2 is rejected.

7

Discussion

Derived from our results presented in Sections 5 and 6, we highlight our following key insights and potential recommendations for employers. First, we found
differences between participants who own a smart watch and those without a
smart watch concerning their willingness to share data with the employer. With
this in mind, employers could provide employees with smart watches for their
private use before introducing them to workplace processes. A separation between private and corporate usage is beyond question and mandatory. Second,
we found that our participants’ knowledge about the GDPR is vague and partly
incorrect. Moreover, there is a small positive influence on the willingness to share
data with the employer when legislation knowledge increases. Employers should
be aware of this and provide information, especially about collective agreements.
They should also provide information in advance about the process of future implementation. More importantly, however, works councils should be sensitized
to the issue to close any gaps in employees’ knowledge when they exist.
In general, employers who decide to use smart watches in their processes
should further analyze what data exactly needs to be collected. This is necessary for the employees’ agreement allowing them to collect private data with
a smart watch while working, which depends on the data type asked for. Our
results show significant differences between the three considered types of data.
Our participants were less willing to share health data with employers when
compared to location and activity data. The difference between activity and
health data is particularly interesting. They differ in the data collected due to
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the different sensors used. However, inferences about a wearer’s health can be
made even based on the wearer’s activity. The participants might not be aware
of this connection or might estimate that they are less likely. Employers should,
therefore, analyze in advance exactly what data is relevant and why it should
be collected. In principle, employers should always communicate with employees
openly and transparently. This means that employers should provide clear information about what data is being collected and for what purpose. Implementing
smart watches in workplaces requires careful planning and realization. The works
council should always be included in this process if one exists. In the absence
of a works council, employees should be actively involved in the implementation
process. Moreover, companies should transparently report on the planned actions and provide suitable solutions for reducing employees’ risks. In addition,
technical solutions should be implemented to help employees enforce their rights.
However, if there is strong opposition among the workforce towards smart watch
implementation and the associated data collection, employers should not exploit
their position of power and refrain from using smart watches, even if all previous
suggestions were considered.

8

Conclusions

In our study, we have explored factors that may influence employees’ willingness to share data from smart watches with their employers. More precisely,
we explored the impacts of employees’ legislation knowledge, technical knowledge about smart watch capabilities, and technical affinity on their willingness
to share such information. Moreover, we investigated whether the smart watch
ownership and usage correlate with this willingness. A majority of our participants is aware of what can be processed and used with the data collected by
a smart watch. Employees have, however, partially incorrect knowledge about
legal frameworks, especially about collective agreements and the GDPR purpose. Moreover, our results reveal that the ownership of a personal smart watch
leads to differences in their willingness to share data, as does the employees’
technical affinity. Among the different data types considered, the participants
were more reluctant to share health data. Thus, we recommend employers to
consider employees’ knowledge about smart watches and legislation frameworks
when implementing smart watches to reduce potential misunderstandings about
the data to be collected. Likewise, they should provide transparency about the
collected data and apply adequate privacy-preserving mechanisms. While our
results provide insights about factors, which impact employees’ willingness to
share data with their employer, the adopted scenarios remain general. As a result, we plan as a next step to conduct studies, such as interviews, which will
take into account the specifics of the participants’ work. Here, we will consider
activity data more concretely. In addition, we will explore employees’ trust in
the GDPR in the future. Based on that, we further plan to develop methods to
bridge potential employees’ knowledge gaps and provide them both transparency
and control over such data collection in the future.
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Questions

Table 3. Intention to disclosure
ID

Questions

QID1

I am likely to share my information collected by the smart watch with my
employer.
I am probably going to be willing to share my information captured by the
smart watch with my employer.
I am certainly ready to be willing to share my information captured by the
smart watch with my employer.

QID2
QID3

Possible answers: 5-point Likert scale from strongly disagree to strongly agree

Table 4. Smart watch ownership and usage
ID

Questions

QS1

Do you own a smart watch that you use?

Possible answers: Yes/No
QS2

How often do you use your smart watch?

Possible answers: Daily/Several times a week/Once a week/Less frequently

Table 5. Technical knowledge about smart watch capabilities
ID

Questions

QT K1

Do you think that by combining individual personal data, it is possible to
create a wide variety of profiles of you, such as a health profile or an activity
profile?
By capturing data collected with the help of a smart watch, for example, it is
possible to identify them uniquely.
The data collected with the help of a smart watch allows conclusions to be
drawn about your state of health.

QT K2
QT K3

Possible answers: Yes/No/I do not know
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Table 6. Legislation knowledge - part 1
ID

Questions

QLK1

What is the purpose of the General Data Protection Regulation (GDPR)?

ALK1

ALK5

The GDPR regulates how any data collected exclusively via the Internet may
be collected by companies.
The GDPR regulates how European citizens must provide their personal data
to companies.
The GDPR regulates how companies may maintain and use the integrity of
personal data.
The GDPR regulates how companies from non-EU countries may contact
you.
I do not know

QLK2

According to the GDPR, personal data are. . .

ALK1
ALK2

ALK4
ALK5

. . . any information relating to an identified or identifiable natural person.
. . . all online information relating to an identified or identifiable natural
person.
. . . all online information that relates to an identified or identifiable legal
entity.
. . . all information relating to an identified or identifiable legal entity.
I do not know

QLK3

The processing of personal data is lawful if. . .

ALK1
ALK2
ALK3
ALK4
ALK5

. . . a company clearly explains and demonstrates the purpose of the collection.
. . . the processing is absolutely necessary for the purpose of using a service.
. . . the data subject has given consent to processing for a specific purpose.
. . . the data subject is granted the right to erasure.
I do not know

QLK4

Consent to the collection of personal data takes place,. . .

ALK1
ALK2
ALK3
ALK4
ALK5

. . . already when the person concerned is inactive or silent.
. . . even if a company does not ask you directly, but a service is used.
. . . if the consent is given by a clear confirming action for a specific purpose.
. . . already when you call up a company website.
I do not know

ALK2
ALK3
ALK4

ALK3
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Table 7. Legislation knowledge - part 2
ID

Questions

QLK5

According to the GDPR, personal data must be deleted if. . .

ALK1
ALK2

. . . the data subject changes to another provider of a service.
. . . the purpose of the processing as well as the legal retention period
ceases to apply.
. . . the purpose of the processing, regardless of the legal retention
period, no longer applies.
. . . the data subject has requested information about the data, the
data will subsequently be deleted.
I do not know

ALK3
ALK4
ALK5

QLK6

A collective agreement between employees and the employer can
replace the consent of an individual.

QLK7

Collective agreements between employers and employees, constitute
a permissible form of agreement to collect and use personal data of
employees.

QLK8

Employers are permitted to conclude collective agreements (e.g.,
collective bargaining agreements) within the meaning of the German
Federal Data Protection Act (BDSG).

QLK9

Signing your employment contract creates consent for any purposes
of collecting personal data for present and future.

QLK10

Companies are generally prohibited from measuring employee
performance.

QLK11

The works council must be involved in the introduction and use of
technical equipment designed to monitor the behavior or
performance of employees.

Possible answers: True/Not true/I do not know
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Table 8. Affinity for technology interaction [10]
ID

Questions

QAT I1
QAT I2
QAT I3
QAT I4
QAT I5
QAT I6
QAT I7
QAT I8
QAT I9

I like to occupy myself in greater detail with technical systems.
I like testing the functions of new technical systems.
I predominantly deal with technical systems because I have to.
When I have a new technical system in front of me, I try it out intensively.
I enjoy spending time becoming acquainted with a new technical system.
It is enough for me that a technical system works; I don’t care how or why.
I try to understand how a technical system exactly works.
It is enough for me to know the basic functions of a technical system.
I try to make full use of the capabilities of a technical system.

Possible answers: 6-point Likert scale from completely disagree to completely agree

