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Abstract—Mobile sensing applications leverage sensors embed-
ded in today’s mobile phones to gather both user-centric and
environmental data in unprecedented quantity and quality. The
collection of sensor readings annotated with time and location
information may however endanger users’ privacy, as they may
reveal their routines and habits. Our paper investigates different
factors that may foster user contributions to these applications
despite the related privacy threats. In particular, we analyze the
impact of demographics, incentives, and gathering conditions
on both the importance and value of privacy by means of a
questionnaire-based user study with 200 anonymous participants.
Our results show that young participants already sharing infor-
mation online are more susceptible to contribute to participatory
sensing applications initiated by academic institutions for a mean
monthly reward of 50 euros.

Index Terms—Mobile computing, Social factors, Technology
social factors, Privacy.

I. INTRODUCTION

With more than 6 billion mobile subscriptions world-
wide [1], mobile phones are ubiquitous and their technological
advances have lead to the emergence of millions of novel
applications available in, e.g., the Google Play Store [2] or
Apple’s App Store [3]. The class of participatory sensing apps
focuses on the collection of data about the users and their
environment using sensors available in their mobile phones,
such as accelerometers, cameras, and microphones. Example
applications include monitoring diets [4], road and traffic con-
ditions [5], and noise pollution [6]. While these applications
can improve the life quality of millions of potential users, they
simultaneously convert mobile phones into miniature spies and
put the privacy of contributing users at stake [7]. For example,
pictures can reveal social relationships and visited locations,
while accelerometer data can be exploited to identify users’
current activities. The spatiotemporal annotations of the sensor
readings may further reveal users’ routines and habits [8].

In order to protect user privacy, different technical solutions
tailored to the requirements of participatory sensing applica-
tions have been proposed, e.g., in [9], [10], [11]. Most of
these solutions, however, focus on technical aspects and do
not include the participants in the loop. In this paper, we
focus on human aspects and more particularly, we aim at

better understanding users’ behaviors when contributing data
to participatory sensing applicationsconsidering the existing
privacy threats. Our ultimate goal is to identify user groups
especially susceptible to provide personal data to such ap-
plications in order to later develop novel tailored methods to
increase their awareness about potential privacy threats. Within
the scope of this paper, we hence explore multiple factors
that may influence users to contribute privacy-sensitive data
to participatory sensing and make the following contributions:

1) We analyze the design space of factors, which po-
tentially influence the contributions of privacy-sensitive
information to participatory sensing applications.

2) We explore the impact of the identified factors on the
importance and the value of privacy by means of a
questionnaire-based user study.

3) Based on the results of this study, we identify user
characteristics and campaign conditions that contribute
to the revelation of personal information to participatory
sensing applications.

The remainder of this paper is structured as follows. In
Section II, we introduce the field of participatory sensing
applications with a focus on the associated privacy threats.
We analyze the design space and outline factors susceptible to
influence the users’ behavior in terms of privacy in Section III.
In Section IV, we present the modalities of our user study and
discuss the obtained results. After summarizing existing work
in Section V, we make concluding remarks in Section VI.

II. PARTICIPATORY SENSING APPLICATIONS

In this section, we provide an overview of the stakeholders
and architecture of participatory sensing applications illus-
trated in Fig. 1 and highlight corresponding threats to privacy.

A. Stakeholders and Architecture

In participatory sensing applications, participants gather
sensor readings using their mobile phones. Sensor readings in-
clude sound samples, pictures and videos, and acceleration [7].
The sensor readings are annotated with time and location
information and then reported to an application server, which
is run by the application administrators. The administrators
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thus have a direct access and control over the reported sensor
readings. Eventually, the sensor readings are analyzed by either
the administrators or third parties (e.g., doctors or scientists
working in this field) depending on the application scenarios.
The analyzed sensor readings are finally released in forms of
maps or statistics to the end users including the participants
themselves, their relatives, friends, or a larger public.

B. Threats to Privacy

The gathered sensor readings may reveal sensitive infor-
mation about the participants to the involved stakeholders.
In addition to the spatiotemporal annotations based on GPS,
WiFi, or cellular network based triangulation, the locations
visited by the participants can be inferred from, e.g., pictures
or noise samples. This may leak privacy-sensitive information
about the participants, such as their workplace and domicile
locations as well as their routines and habits [8]. Additionally,
frequent visits to hospitals may provide information about the
users’ medical conditions and attendance at political events
may provide information about their political views [12].

But not only time and location measurements represent
threats to privacy, automatically collected sound samples may
also contain private conversations about intimate topics, while
pictures and videos may give insights about the environment
and social relations of the participants. Their release to unau-
thorized parties may lead to similar consequences as in online
social networks where a woman lost benefits from her health
insurance [13] and another her job [14] because of pictures
published online.

Raw accelerometer readings may appear less threatening in
revealing private information. However, information about the
current participants’ activity as well as their gait (and thus pos-
sible indications about their identities) may be inferred [15].
Text entries on mobile phones such as passwords may also be
recognized solely based on accelerometer data [16].

In summary, the contribution of sensor readings to participa-
tory sensing applications can severely compromise the privacy
of the participants and may have severe consequences ranging
from social to safety and security threats [8].

III. DESIGN SPACE ANALYSIS

Our ultimate objective is to provide guidelines to increase
the awareness of potential users about the aforementioned
privacy threats (cf. Section II). We thus analyze factors that
may impact the willingness of participants to contribute data to
participatory sensing applications. In particular, we investigate
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(1) demographic factors and their influence on the perceived
importance of privacy and (2) contextual factors and incentive
modalities. Our analysis builds upon existing work in orthogo-
nal domains and serves as baseline for our user study presented
in Section IV.

A. Demographics and Importance of Privacy

Among multiple demographical factors, we are first inter-
ested in the impact of the participants’ age on their assessment
of the importance of privacy in participatory sensing applica-
tions. Media often report that youths do not care about privacy
especially in online social networks ([17], [18]). Also, their
relationships status and the number of children may influence
the participants’ assessment, as these factors may increase the
participants’ need for intimacy [19]. Inspired from the results
of [20], we further consider the influence of both income
and education achievements on the importance of privacy. We
extend the traditional demographics by adding the participants’
online sharing behavior to the factors of interest. Participants
already sharing a wealth of information online may consider
their privacy protection as less important.

B. Incentive Modalities and Gathering Context

Different incentive modalities can be offered in participatory
sensing applications, both in monetary and non-monetary
form. In addition to the incentive nature, several factors
can influence the corresponding participants’ responsiveness.
Again, the participants’ age may influence their willingness
to contribute personal data based on promised gains. We
further believe that participants involved in benevolent and
altruistic activities may be more prone to contribute due to
the potential benefits for the community and request lower
rewards. As shown in [21], the nature of the party deploying
the participatory sensing applications as well as the partic-
ipants’ relationships to it may further alter the expressed
privacy value. For example, it has been shown that users claim
different rewards for scientific and corporate institutions [21].
The claimed reward may also depend on the duration of the
data collection process. Similarly to the importance of privacy,
online sharing behavior may influence the expected rewards,
as users used to share personal information may do it for lower
incentives.

IV. QUESTIONNAIRE-BASED USER STUDY

Next, we investigate whether the aforementioned factors
have an influence on the expressed importance and corre-
sponding value of privacy. To this end, we have initiated



an online questionnaire-based study. The questionnaire was
available in both English and German and included 45 ques-
tions. The participants were recruited by announcements at our
university. No incentives were offered for their contributions.
200 anonymous users contributed to our survey (24% female
and 76% male). The participants were mostly German (89%)
followed by Austrian (3%), while the remaining are distributed
over several other nationalities. Their ages are between 18
and 58, with a mean age of 27. Additionally, 99% of our
participants have at least one mobile phone and 67% would
be ready to use it to contribute to participatory sensing
applications. When asked for the reasons why they would
not contribute to such applications, the most frequently given
answer were their privacy concerns. The participants’ mean
rating about the importance of privacy is 5.82 on a scale from
one (not important) to seven (very important). This confirms
that privacy is globally an important concept for them. In what
follows, we analyze and comment on the participants’ answers.

A. Demographics and Importance of Privacy

In a first step, we focus on the six selected demographic
factors and examine their influence on the importance of
privacy expressed by the participants.

1) Age: We are first interested in verifying if the partici-
pants’ rating about the importance of privacy increases with
their age. An analysis of the correlation coefficient between
both variables shows that they are only weakly correlated (r
= 0.093). With a significance value p = 0.046 (< 0.05), the
correlation is regarded as statistically significant on a 5% basis.
In this case, the probability of having obtained this coefficient
by chance is greater than five out of 100. A regression further
shows that there is no linear relationship between the age
and the expressed importance of privacy, but the result is
not significant as p = 0.193. Result: Age and importance of
privacy are correlated, but the linearity between both variables
is not verified.

2) Education: Our second hypothesis is that the expressed
importance of privacy increases with the education achieve-
ment(s). In our study, 81% of the participants completed sec-
ondary school, while 19% of have a university degree. Fields
of study include business (52%), computer science (17%),
engineering (10%), social sciences (7%), health care (4%)
and others (27%) (multiple choices possible). A regression
confirms our hypothesis, but the correlation between both
variables is regarded as weak (r = 0.087). This implies that
educational achievements play only a limited role in the rating
of the importance of privacy. Both results are not statistically
significant: p = 0.337 for the regression and p = 0.169 for the
correlation. Result: The impact of the education achievements
on the importance of privacy cannot be confirmed based on
our study.

3) Income: We next consider the influence of the partici-
pants’ income on their ratings. Among our participants, 62%
participants have a monthly income between 0 and 1,000
euros, 14% between 1,001 and 2,000 euros, and the remaining
between 2,001 and 3,000 euros. This distribution is principally

due to the nature of our sample, mainly including students.
Inspired from [20], we verify whether the importance of
privacy also increase with increasing income in the case of
participatory sensing applications. Both correlation and regres-
sion, however, show negative coefficients (-0.028 and -0.037,
respectively). Higher income thus leads to a lower rating of the
importance of privacy by our participants. Both significance
values indicate that this hypothesis cannot be either confirmed
or informed (p = 0.348 and p = 0.692, respectively). Result:
The influence of participants’ income on their rating is not
statistically significant.

4) Relationship Status: We use an independent samples
T-test to analyze the influence of the relationship status on
the rated importance of privacy, since participants can be
divided into two groups: singles and in a relationship. In our
sample, 27% are currently in a relationship. By comparing
the means, we observe that singles rate their privacy lower
than participants in a relationship. A T-test, however, shows
that the difference between both groups of participants is not
statistically significant (£(198) = 1.311, p = 0.422). Result:
The influence of participants’ relationship status on their
expressed importance of privacy cannot be validated.

5) Children: Similarly to the relationship status, we test
whether having children influences their rating, as 14% of our
participants have children. Result: An independent samples T-
test shows that having children does not lead to a significant
increase in the importance of privacy (£(198) = 0.197, p =
0.652).

6) Online Sharing Behavior: We finally analyzed if pub-
lishing more information online leads to a lower rating of the
importance of privacy by the participants. For this analysis,
we asked the 84% of participants registered in an online
social network to indicate with whom (everybody, only friends,
themselves, or not provided) they are sharing a set of 12
selected attributes (e.g., pictures, cell phone number, or date
of birth). We attribute one point for each attribute shared
with friends or everybody, and zero points otherwise. We then
compute the sum over all attributes and compare it to the
participant’s rating. A regression shows a negative coefficient
(B =-0.104) for the sum of published information in relation
to the importance of privacy. Moreover, the obtained result is
regarded as highly significant with a significance of 0.000.
Result: There is a significant relationship between online
sharing behavior and the importance of privacy expressed by
the participants.

In summary, we have tested the influence of different factors
of the importance of privacy expressed by our participants.
While we have observed correlation between both factors and
ratings, most of them are not statistically significant. This
means that based on our sample of 200 users, no definite
conclusions about the validity of our hypotheses can be drawn
(neither in one way or the other). We could, however, confirm
that ages and importance of privacy are correlated and the
more the participants share information online, the lower they
rate the importance of privacy.
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that would encourage their contributions to participatory sensing applications

B. Incentives, Gathering Context, and Privacy Value

Next, we examine the impact of different factors on the
value of privacy indicated by the participants of our study. To
this end, the participants could select one or several incentives
among monetary as well as non-monetary compensations, such
as coupons, free access to additional functionalities or data,
and increased reputation within the community. They could
also select to contribute data without any compensation. As il-
lustrated in Figure 2, 41% of our participants would contribute
to participatory sensing applications for free, whereas 27%
would claim a monetary reward, 22% would like to access
additional data and 14% additional application features. 18%
would be interested in getting coupons, while only 6% would
be motivated by a higher reputation, e.g., stars, within the
community. Furthermore, participants could indicate as free
text, which monetary reward they would claim depending on
different gathering scenarios. In what follows, we analyze their
answers in correlation with the different factors introduced in
Section III-B.

1) Age: We apply both a regression and a 1-way between-
subjects analysis of variance (ANOVA). This test has the same
purpose as a T-test, but allow us to analyze multiple groups
of subjects. To be able to apply the ANOVA test, we cluster
the participants into seven age groups having approximately
the same size. While a regression shows a linear relationship
between the age and the incentive values, the results of the
ANOVA test indicate that the differences between the age
groups are not statistically significant (p = 0.404). Result:
The influence of participants’ age cannot be confirmed on a
statistical basis.

2) Volunteering and Altruism: Among our sample, 79 par-
ticipants have already contributed to volunteering activities.
Activities include being a sport trainer, helping in non-profit
organization or youth work, volunteering at the church or at
the voluntary fire fighter department. Moreover, 26% have an
organ donor card and 29% have already donated blood, while
22% have already contributed to Wikipedia. Our hypothesis
is that altruist or volunteering participants may contribute to
participatory sensing applications for a lower reward than
others. We have therefore asked which reward the participants
would like to receive for a monthly contribution to a partic-
ipatory sensing application. Our results show that the mean
price indicated by the participants increases with the number
of volunteering activities. However, a 1-way between-subjects
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ANOVA shows a significance of 0.942. Result: The difference
between volunteering and non-volunteering participants is not
significant enough to be generalized.

3) Online Location Sharing: We further assume that par-
ticipants publishing their current location online may claim
a lower reward than others. With a mean claimed monthly
reward of 994 euros, the participants who already shared infor-
mation claim lower rewards as compared to the remaining with
a mean reward of 1,274 euros per month. We further analyze
these results with an independent samples T-test, which shows
equal variances but an insufficient significance with ¢(198) =
0.692 and p = 0.490. Result: Sharing location information
online does not significantly lead to lower expected rewards.

4) Academic vs. Corporate Institutions: In a first question,
we selected several institutions, which may deploy participa-
tory sensing applications and asked participants to indicate
which one(s) they trust. As depicted in Fig. 3, more partici-
pants trust governmental institutions (33%) followed by Face-
book (29%), Google (28%). Independent developers are rated
as trustworthy by 25% of our participants, while Apple and
Microsoft were chosen by 16% and 14% of the participants,
respectively. Telecommunication providers show the lowest
percentage with 12%. Asked if the size of the companies has
an influence on their choice, 24% answered that they trust
smaller companies and 21% larger ones. For 55%, the size of
the companies does not influence their choice. Furthermore,
we investigated the difference between the rewards claimed
for either academic or corporate institutions for one month of
data gathering. The results are illustrated in Fig. 4 and show
that 28% of the participants would contribute to a campaign
organized by academic institutions for free as compared to
1% for corporate institutions. For academic institutions, the
median bid is 50 euros and O and 500 euros for the first
and third quartiles, respectively. In comparison, only 17% of
the participants would claim the same reward for corporate
institutions, 4% would do it for a lower reward, 39% for a
higher reward, and 40% would definitely not contribute. In
this case, the median bid is 100 euros per month, while the
first and third quartiles are 0 and 1,000 euros, respectively.
Based on these descriptive results, we further analyze whether
the assumption that participants claim a lower reward from
academic institutions can be validated on an analytical basis.
We use a paired samples T-test in order to compare both
answers given by the same participants. With ¢(120) = 5.771
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and p = 0.000, the T-test confirms the statistical validity of
our hypothesis. Result: Participants are ready to contribute
to participatory sensing applications initiated by academic
institutions for a lower reward as compared to corporate
institutions.

5) Relationships with Academic Institutions: We next in-
vestigate whether past or current relationships with academic
institutions influence the willingness of the participants to
contribute to participatory sensing applications. An indepen-
dent samples T-test confirms that existing relationships with
institutions significantly influence the participants’ decisions
in contributing to such applications (¢£(198) = 2.524 and p
= 0.013). Result: Participants having a relationship with the
entity initiating the participatory campaign are more willing
to contribute to them.

6) Data Gathering Duration: We finally examine the im-
pact of the data gathering duration on the reward claimed by
the participants for one and 12 months, respectively. We would
expect that the reward claimed for one year is twelve times
the same for one month. However, it was demonstrated in [21]
and [22] that participants tend to be more sensitive to the data
collection purpose than its duration. This is confirmed in our
sample, in which the mean reward claimed for a 12-month
observation period is approximately 10 times higher than the
mean reward claimed for a 1-month observation period. A
paired samples T-test, however, shows that this difference
cannot be generalized on a statistical basis (¢(46) = 1.712
and p = 0.094). Result: A longer gathering duration does not
significantly mean a higher expected reward.

In summary, the descriptive analysis of the participants’
answers allows us to identify several factors that influence their
privacy value. However, only few of them could be confirmed
by a statistical analysis. In particular, we have verified that
participants claim lower incentives when academic institutions
organized the campaigns as compared to corporate ones. The
incentive values further decreases, when the participants have
a relationship with these institutions. In average, participants
are ready to provide their data for 50 euros to academic insti-

tutions, whereas they would request 500 euros from corporate
institutions.

C. Study Summary

According to the results of our study, we can conclude that
young participants sharing a wealth of information online are
more likely to contribute to participatory sensing campaigns
organized by academic intuitions. The willingness to con-
tribute to these applications further increases, when the partic-
ipants have a relationship with the organizing institutions. For
50 euros in average, the organizers could have access to their
personal data gathered during one month. Participants are more
reluctant to contribute to campaigns organized by corporate
institutions and also claim a higher reward. By identifying
these factors, we have refined the profile of participants
susceptible to contribute privacy-sensitive data to participatory
sensing applications. In the future, we plan to leverage this
profile to develop mechanisms tailored to this user population
in order to increase their awareness about potential privacy
threats.

V. RELATED WORK

While different user studies have been conducted on the
topic of privacy in general or location privacy, they do not
focus on participatory sensing applications as compared to
our contributions. For example, the divergence between real
and digital users’ behaviors in terms of privacy is investigated
in [23], while the rationality of users’ privacy decisions is
analyzed in [20]. Concerning location privacy, Brush et al.
analyzed users’ privacy concerns and the application of loca-
tion obfuscation schemes, i.e., how users understood them and
how they affect their behaviors, during a two-month location
tracking period in [22]. Also using a questionnaire, Tsai et al.
examined in [24] users’ concerns about location tracking and
the tradeoff between usefulness and risks of location-sharing
technologies. Our work shares most similarities with the study
conducted in [21]. Instead of only focusing on location privacy,
we extend its scope to additional sensing modalities.

Additionally, user studies on incentive modalities and mo-
tivation factors have been conducted in orthogonal domains.
For example, the motivations of contributors to surveys and
Wikipedia are analyzed in [25] and [26], respectively. The
responsiveness of survey participants to different incentive
modalities is investigated [27]. Several incentive schemes
tailored to the requirements of participatory sensing applica-
tions have also been proposed in [28], [29], and [30]. Their
evaluations are however dominated by technical aspects.

As a result, we are the first to the best of our knowledge to
investigate both privacy value and importance in the domain
of participatory sensing applications based on a user study.

VI. CONCLUSIONS

Within the scope of this paper, we have identified and
analyzed factors that can influence both the importance and
value of privacy expressed by potential users of participatory
sensing applications. For this analysis, we have conducted a



questionnaire-based study with 200 anonymous participants.
While several trends have been identified using descriptive
statistics, the following factors have been confirmed on a statis-
tical basis: (1) young participants rate the importance of their
privacy in participatory sensing applications lower than older
people, (2) participants that already share information online
rate their privacy as less important than others, (3) participants
are more willing to contribute to campaigns organized by
academic institutions than corporate ones, and (4) former and
current students are ready to contribute to academic campaigns
for a cheaper price than others. Consequently, such user
population is potentially more exposed to contribute privacy-
sensitive data to participatory sensing applications when the
gathering conditions and incentives match those identified in
this paper. Based on these results, we plan to conduct an
additional user study with a larger number of participants
and different backgrounds by using, e.g., Amazon Mechanical
Turk in order to further explore the statistically unconfirmed
trends.
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